DISCIPLINE: Network, Host Applications & Access Control

Discipline Roadmap for: Virtual Private Networks

Current 2 Years 5 Years
Baseline Environment Tactical Deployment Strategic Direction
Checkpoint > Checkpoint Secure Socket Layer (SSL) and
Cisco » Cisco IP Security protocol (IPSEC)
Nortel = Noriel Convergence towards TLS for
Juniper > Juniper .
security & access control
Symantec

Retirement Targets Mainstream Platforms (must be supported)

Cisco, Checkpoint, Nortel, Juniper
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Containment Targets Emerging Platforms
Citrix Access Gateway (formerly Net 6),
Transport Layer Security (TLS)

Symantec

Implications and Dependencies

IPSEC often has network traversal vulnerabilities & therefore needs to be secured at the termination point with sufficient IDS
capabilities.

Roadmap Notes
These recommendations are valid for IPSEC and SSL implementations.
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m Discipline Boundaries:

a Virtual Private Networks (VPN) are used to allow mobile users access to the corporate network from
home or while they are traveling. Access is encrypted and controlled allowing only authorized users
access to authorized resources.

Q
m Discipline Standards:

m Migration Considerations:
m Exception Considerations:
m Miscellaneous Notes:

m Established
O August 25, 2004

m Date Last Updated:
O August 23, 2006

m Next Review Date:
O August 2007



